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IIpennoseHa mpocrad cxeMa KOIMPOBAHMSA JJIA IMOBBIIICHUA 0€30IIACHOCTH B IIOJHOCTHIO OIITHYE-
ckux cerax. Cxema ocHOBaHa Ha O0OMeHe OMTOB MEKIy IMMOTOKAMM JaHHBIX B ABYX PA3JIUYHBIX KaHA-
JIaX, 4TO CO3JAeT ABAa MCKAKEHHBIX MOTOKA 6uToB. Mcmoab3yembie mudpaTop u gemudparop MOryT
OBITH CO3TaHbI HA OCHOBE KOMMEPYECKH TOCTYIMHBIX KOMIOHEHTOB. IIpoBenena onenka s3hpeKTuBHO-
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A simple coding scheme is proposed to enhance the information security in all-optical networks.
It is based on swapping of data bits belonging to two different channels to form two garbled bit
streams. The encryptor and decryptor designs used here can be implemented by using commercially
available components. The performance of the proposed technique is evaluated at the system level by
considering multiple spans of optical fibers with in-line optical amplifiers. Numerical simulations
show that the decoded bit streams can be recovered with acceptable bit error rates after 500 km.
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1. INTRODUCTION optical-electrical-optical conversions, an all-
Unlike the traditional optical communication optical network maintains all channels in an
networks, where each data channel undergoes optical form over long distances [1, 2]. For many
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applications secure transmission of the data is
essential. This is accomplished through data
encryption at the transmitter together with
a suitable decryption scheme at the receiver.
An all-optical encryption/decryption operating
with ultrafast rates and does not emanate an
electromagnetic signature as does in electronic
counterpart [3].

Several optical security techniques have been
proposed in recent years to ensure the privacy of
the data over an optical network. Kotb et al. have
proposed all-optical gates [1-2]. These gates can
be used to encrypt the data with encryption key.
An all-optical pseudorandom bit sequence was
used to generate a complex key for one-time-
padding. The use of multiple delay lines to con-
struct an all-optical pseudorandom bit sequence
generator makes such a scheme complex and
expensive. A one-time-pad scheme can provide
unconditional transmission confidentiality, but
it requires unpredictable keys distributed via
quantum communication, which limits the
speed. Kostinski et al. have found that an op-
tical code division multiple access technique
with two-code keying (bits are represented
by one of the two codes) enhances the secu-
rity when compared to on-off-keying, since an
eavesdropper cannot rely on simple energy de-
tection to differentiate bits [4]. A variable two-
code scheme based on XOR operation was pro-
posed to produce random code to represent each
data bit.

Chang et al. introduced multi-code-keying
for enhancing physical-layer confidentiality in
optical networks [5]. In this paper, we propose
a novel technique to enhance the security that
mixes the data streams of two or more users
onto one channel frequency. The key idea behind
the proposed technique is to swap the data bits
of one user with the data bits of other users in
a predefined manner. Apart its cost-effective-

ness, this technique provides high security.
Moreover, it can be combined with other coding
techniques. For example, if one-time-pad is used
for additional security, even if an eavesdropper
is able to extract the secret key from the hidden
channel, data remains secured because of its
mixed nature [6].

2. PROPOSED ALL OPTICAL

CODING SCHEME

To present our basic idea as simply as possible,
we first focus on mixing of data bits of two
users denoted as Ul and U2. Figure 1 shows
the proposed scheme. The bit streams of the
two users are divided into blocks, containing
a predetermined number of bits. Although the
optimum number of bits per block will depend
on the actual system design, we choose 8 bits
per block for the examples of this paper. The
top row of Fig. 1 shows how the data blocks of
each user are numbered. The bottom part of
Fig. 1 shows how the blocks of two users are
swapped to create two new mixed bit streams.
In the example shown, the even number blocks
are swapped between the two users. Of course,
a more complex swapping scheme can
also be easily implemented. As long as an
eavesdropper does not know the swapping
scheme adopted, user’s data remain secure even
if the eavesdropper manages to recover the
transmitted data before it arrives at the receiver.
Conceptually, one can also think of the proposed
scheme as coding of one user’sdata using the data
of another user.

For further security, any of the arm of Fig. 1
can be encrypted with a secret key using the
one-time-pad method. In this case only one se-
cret key and one XOR operation will be needed
to encrypt data from both users, which is a cost
effective solution over the scheme of Ref. [5].

Upper branch 4—]- U1 |

Data1l: 1010011001011101----00010011 Data2: 1100111000010011 ------- 10101100
L I L ) 1 I ) e
Ul U2 Ujn Uyt Uy2 Uypn
U e e e e e e — — — — 4 Uin |
Lowerbranch <€ Ugl | Uj2 )————————————————————; —————— = Upn |
Time

Fig. 1. Schematic of the swapping scheme. In U, P notation, n represents the user number and P represents the

block number.



If an eavesdropper wants to recover the data,
he/she first has to crack the one-time-pad en-
cryption and then need to know the swapping
scheme adopted at the transmitter.

3. ENCRYPTOR

AND DECRYPTOR DESIGNS

We checked the performance of the proposed
coding scheme using the OptiSystem14.2
software. The encryptor and decryptor designed
to implement the swapping scheme are shown
in Fig. 2. The observation points, 1 to 4 at the
transmitter and 5 to 8 at the receiver, are used to
check the data sequences at different locations.
At the encryptor side, each data stream at the
transmitter is split into two branches. The upper
branches employ two amplitude modulators
(AM1 and AM3 for Ul and U2 respectively)
that modify the optical signal according to an
electrical control signal. The lower branches
also employ two amplitude modulators (AM2
and AM4 for Ul and U2 respectively) driven
with an inverted version of the control signal.
The four AMs operating with a given control
signals are responsible for swapping data blocks
of two users.

Figure 2 shows in detail how the data blocks
of Ul or U2 can be swapped using power com-
biners and amplitude modulators. For ex-
ample, at the point OP4, after combining the
outputs of AM1 and AM4, the data blocks ap-
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pear Ul, U2 (it can also be seen in Fig. 1 upper
branch). The same control signals are used on
the decryptor side to recover the data streams
of both users.

In this work, not-return-to-zero data streams
(each at a 2.5 Gbit/s bit rate) are employed at a
wavelength centered at 1550 nm. The average
power of both the input data signals is 1 mW.
For illustration we have taken the original da-
ta sequences of two users as 1010011001011101
and 1100111000010011 for Ul and U2 respec-
tively. The control signal is in the form of 8-bit
wide voltage pulses at a frequency that is 1/4h
of the original data, means first half of the sig-
nal voltage (for 8 data bits) is ON and last half
of the signal voltage is OFF which drive AM1
and AMS3.

On the other hand, an inverted version of
this control signal drives AM2 and AM3. Of
course, the modulation frequency will be even
lower if block size was made longer. The data
blocks of both users emerging from AMI1 to
AM4 are: AM1 — 1010011000000000, AM2 —
0000000001011101,AM3—1100111000000000,
and AM4 — 0000000000010011 respectively.
As expected, owing to the absence of control
voltage, the time slots of the last eight bits after
AM1 and AMS or the first eight bits after AM2
and AM4 are empty. These empty slots are filled
by combining the outputs of AM1 with AM4
and AM2 with AMS3 respectively resulting in a
mixed sequence of both data. The mixed version
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Fig 2. Encryptor and decryptor designs. WC represents wavelength converter, OA represents optical ampli-
fier, AM represents amplitude modulator, OP represents observation points.
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Fig. 3. Bit sequences at (a) OP5 and (b) OP6 at the receiver before decoding.
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Fig. 4. Recovered bit sequences at (a) OP7 and (b) OP8 at the receiver after decoding.

at both the encryptor and decryptor side can be
seen in Fig. 3.

The decryptor uses the same process with
an identical control signal to recover the actu-
al data of both users from the mixed sequence.
Figure 4 shows the both original data sequences
at OP7 and OP8 recovered by the decryptor. The
perturbations at the power levels of decrypted
data (see Fig. 4) are due to a finite extinction ra-
tio of AMs [4]. Amplitude modulators transmit
some undesired power even when the control
signal is off which disturb the power level of the
combined bits at OP7 and OPS8.

4. SYSTEM LEVEL SIMULATION

Further, to check the performance of proposed
idea on system level a multiple 50 km fiber
spans with an optical amplifier providing
10 dB gain are considered. Our numerical
simulations include self-phase modulation
(provide parameter value here), dispersion
(16.75 ps/nm/km), polarized mode dispersion
(D =0.05 ps/kml/z), and fiber loss (0.2 dB/km).
At both OP3 and OP4 the optical signal with
1550 nm wavelength is present after mixing of
data blocks. To send these signals over optical
fiber it is necessary to convert the wavelength of



at least one arm. Here we have used a wavelength
converter in the lower arm which shifts the
operating wavelength (1550 nm) to 1549.2 nm
(see Fig. 2). It induces another layer of security,
because to crack the data the eavesdropper also
needs to know the shifted wavelength.

After multiplexing, the wavelength division
multiplexed signal is transmitted over multiple
spans of fibers. Figure 5 shows the eye diagrams
of both signals (1550 and 1549.2 nm) after 500 km
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Fig. 5. Eye diagrams at (a) 1550 nm and (b) 1549.2
nm after 500 km for authorized users.
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(after 10 spans of 50 km fiber) for users received
the cyphertext. Here we used fiber tapping sce-
nario to detect the signal and assumed that the
authorized users can access both the signals
to recover the original data after decoding. To
measure these eye diagrams the cyphertext
(swapped data) is taken as a reference signal.
These eye diagrams show good level of eye open-
ing at 1550 and 1549.2 nm with acceptable bit er-
ror rate (BER) less than 1079, Here, to check the
performance for un-authorized used, we have
assumed that the eavesdropper has no know-
ledge of the swapping scheme and the operating
wavelength, and have no meta information of the
data. Obviously, to recover the original data an
unauthorized users have to find the appropriate
operating wavelengths and have to do exhaus-
tive search of different combinations of data
blocks. So, an unauthorized user (eavesdropper)
cannot get any information as can be seen from
the eye diagram shown in Fig. 6 with zero eye
opening. To measure this eye diagram the origi-
nal data (Ul data) bit sequence is considered
as a reference signal and the user is tuned at
1555 nm [7-8].

The numerical results shown in Figs. 5 and
6 validate our proposed scheme of mixing of
data streams of two users. Security can be fur-
ther enhanced by employing one-time-padding
on one of the branches of proposed encryptor.
An advantage of this approach is that only one
key is required to encrypt the data of both users.
With this extension the data is doubly secure.
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Fig. 6. Eye diagram for an unauthorized user after
400 km.
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In traditional schemes the encryption has been
done in frequency domain only [9]. If eaves-
dropper wants to crack the data, he/she has to
not only crack the one-time-pad encryption but
also need to know details of the exact swap-
ping scheme. It means, if one-time-padding is
used to further enhance the security, the pro-
posed scheme enables the user to preserve con-
fidentiality even if the eavesdropper has ac-
cess to the key required to recover the original
data.

This case is presented with two users only,
further data from greater number of users can
be encrypted with same swapping scheme. Same
structure of transmitter can be used and the
data blocks of users can make with predefined
control signal and then these data blocks can be
combined to make swapped signals. The number
of swapped signals will be equal to the number
of users which can be further transmitted over
the fiber. At the receiver side de-swapping and
then combining will be done to recover the ori-
ginal data. The number of users will be limited
depend upon the control signal length. Multiple
bits swapping is recommended for the better per-
formance because single bit swapping will de-
grade the performance if delay will be induced.
So, efficient synchronization between transmit-
ter and receiver is recommended. The order/pat-
tern of swapping is depending on the shape of
the control signal. It is clear that same control
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